CHAPTER XVI 11
TEMPEST

18-100 BACKGROUND TEMPEST IS A NI CKNAME FOR | NFORMATI ON BEARI NG EMANATI ONS
THAT EXI ST IN ALL ELECTRONI C AND ELECTRI CAL EQUI PMENT. THEY ARE MOST FAM LI AR
AS NO SE OR | NTERFERENCE ON RADI O AND TELEVI SION SETS.  COVPROM SI NG EMANATI ONS
RELATE TO THE ORI G NAL MESSAGE OR | NFORVATI ON BEI NG PROCESSED SO THAT | T MAY
LEAD TO RECOVERY OF PLAIN TEXT. POOR | NSTALLATION OR POSI TI ONING OF EQUI PMENT
MAY AGGRAVATE EXPLO TABLE VULNERABILITIES OF A SYSTEM OR FACI LI TY EVEN THOUGH
ALL SYSTEM COVPONENTS ARE TEMPEST COVPLI ANT .

18-101 POLICY THE PSD SHALL CONDUCT A RI SK EVALUATI ON OF EQUI PMENTS AND/ OR
SYSTEMS PROCESSI NG CLASSI FI ED | NFORMATI ON BEFORE PURCHASE ANDY OR USE . THI'S
SHALL PRECLUDE EXPENDI TURES FOR COUNTERMEASURES BEYOND THOSE REQUI RED BY
REGULATI ON AND ENSURE PROPER SAFEGUARDS ARE | MPLEMENTED FOR EQUI PMENTS AND/ OR
SYSTEMS THAT PROCESS CLASSI FI ED | NFORMATI ON . THE VULNERABI LI TI ES OF TEMPEST
EMANATI ONS MAY BE CONTROLLED BY LI M TI NG SENSI TI VE | NFORMVATI ON PROCESSI NG AND
CONTRCLLI NG ACCESS TO EQUI PMENT PROCESSI NG CLASSI FI ED MATERI AL. SOME | NSTALLA-
TIONS MAY NOT REQUI RE TEMPEST COMPLI ANT EQUI PVENT .

18-102 PROCEDURES

a. 1 10 PROCESS CLASSI FI ED INFORMATION ON AUTOVATED EQUI PMENT SUCH AS WORD
PROCESSORS , PRINTERS , OR SI'M LAR APPARATUS AND ON NON- AUTOVATED EQUI PMENT SUCH
AS FACSIM LE MACH NES OR VIDEO TAPE PLAYERS, THE OSD COMPONENT SECURI TY MANAGER
SHALL SUBM T TO THE DI RECTOR, PSD , A MEMORANDUM CONTAI NI NG THE FOLLOW NG
| NFORMATI ON :

1. THE SUBJECT OF TH S MEMORANDUM SHALL BE:  “REQUEST FOR TEMPEST
EVALUATION. “ IF THE REQUEST IS FOR AUTOMATED | NFORMATI ON SYSTEMS ANDY OR EQUI P-
MENT , THE SUBJECT SHALL BE:  “REQUEST FOR AIS AND/ OR TEMPEST EVALUATION. *

2. THE NAME AND TELEPHONE NUMBER OF THE PRQJECT OFFI CER COCRDI NATI NG
THE EVALUATI ON .

3. THE MANUFACTURER , NOVENCLATURE, AND MCDEL NUMBER OF EACH EQUI PMENT
COVPONENT .

4. ESTI MATE THE AVERAGE AMOUNT OF HOURS PER WEEK OF EACH CATEGORY OF
UNCLASSI FI ED , CONFI DENTI AL, SECRET, AND TOP SECRET MATERI AL SHALL BE PROCESSED
ON EACH EQUI PMENT COMPONENT.

5. THE BU LDI NG NAME OR ADDRESS AND ROOM NUMBER(S) WHERE THE EQUI P-
MENT |'S AND/ OR SHALL BE LOCATED.

6. WHO IS LOCATED ON THE OTHER SI DE OF EACH WALL, CElLING AND FLOOR;
AND | F ACCESS TO THE AREAS REQUI RES AN ESCORT ANDY OR THE LEVEL SECURITY
CLASSI FI CATI ON LEVEL .

7. | F ONE AIS COVPONENT IS TO BE | NTERCONNECTED W TH ANCTHER Al S
COVPONENT , A “NETWORKI NG SCHEMATI C OR DESCRI PTI ON SHALL BE PROVI DED.
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b. THE DI RECTOR, PSD, SHALL:

1. REVI EW REQUESTS FOR TEMPEST RI SK EVALUATI ONS .

2. CONDUCT SURVEYS TO DETERM NE PROPER COUNTERMEASURES.
c. THE PROJECT OFFI CER SHALL :

1. ASSI ST THE PSD I'N CONDUCTI NG SURVEYS.

2. TELEPHONI CALLY NOTIFY (697-6247) THE PSD AFTER PURCHASE OR
| NSTALLATI ON OF EQUI PMENT | S COVPLETED.
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